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Fileless Malware

1. Fileless Malware Stages
Fileless
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Fileless Malware

1. Fileless Malware Stages

2. Fileless Powershell Malware

Fileless

Powershell Script

JavaScriptVBScript
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Fileless Malware

1. Fileless Malware Stages

2. Fileless Powershell Malware

Fileless

Powershell Script

JavaScriptVBScript

WMI

Persistance C2 Channel

3. Fileless Powershell-WMI Malware
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Fileless Malware

◆ Fileless Malware Stages

• Anti-virus scanning을 통과하는게 목표 e.g. ( 1. Memory execution - Powershell(Invoke-Expression), 2. Trusted application )

• Malware Script는 Social engineering 방법 사용 -> Excel의 매크로, Website link, etc.

Trusted Application-mshta.exe

(mshta.exe : HTML 실행 – Window가 유해하다고 판단하지 않음 )
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Fileless Malware

◆ Fileless Malware Stages

• Anti-virus scanning을 통과하는게 목표 e.g. ( 1. Memory execution - Powershell(Invoke-Expression), 2. Trusted application )

• Malware Script는 Social engineering 방법 사용 -> Excel의 매크로, Website link, etc.

만약 Memory에서 특정 악성 프로세스를 관찰 가능 하더라도, kill하게 되면

해당 프로세스 관련 모든 임시저장정보가 날라가게 됨 – 섣불리 kill 못함
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Fileless Malware

◆ Fileless Malware Stages

• ( 1. Memory execution – Powershell )

• Rebooting하면 메모리에 저장된 악성코드가 사라짐으로 Persistence가 중요

• Malware Script를 통해 추가적으로 Windows registry, WMI Store에 저장
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Fileless Malware

◆ Fileless Malware Stages

• 여러가지 우회방법을 통해 메모리에 다운로드 된 실제 악성코드 실행

• powershell.exe - Powershell script 실행

• rundll32.exe – Javascript 실행

• Csript.exe, mshta.exe, etc.

우회방법 악성코드 몸체
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Fileless Malware

◆ Fileless Powershell Malware

• 사용이유:우회하기 쉬움 (powershell에서

제공하는 lib사용)

powershell.exe WMI access

Access Log

• Visual Basic Script(VBScript)

• PowerShell

• VB application

• Active Server Pages(ASP)

• C++
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Fileless Malware

◆ Fileless Powershell Malware - WMI

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding
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Fileless Malware

◆ Fileless Powershell Malware - WMI

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Provider 이름
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Provider 이름

Intrinsic Event
System class
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Provider 이름

Intrinsic Event
System class

Extrinsic Event
System class
(provider가 정의하는 class)
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2:Win32_Compute
rShutdownEvent
(TARGET EVENT)

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Class 이름
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2:Win32_Compute
rShutdownEvent
(TARGET EVENT)

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Class 이름

Type=false 되면 실행
하도록 트리거링
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Fileless Malware

◆ Fileless Powershell Malware - WMI

interaction storage

Root\default

Root\cimv2:Win32_Compute
rShutdownEvent
(TARGET EVENT)

Root\subscription

Namespace …

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행

Class 이름

SAVE!!



18

Fileless Malware

◆ Fileless Powershell Malware - WMI

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행
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Fileless Malware

◆ Fileless Powershell Malware - WMI

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행 1
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Fileless Malware

◆ Fileless Powershell Malware - WMI

System이 rebooting되어도 유지됨

[ Eventing Requirements ]

1. Event Filter (트리거)

2. Event consumer (action)

3. Fileter - consumer binding

Ex) 컴퓨터 종료 시 실행 2
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Fileless Malware

◆ Fileless Powershell Malware - WMI

String, Script 저장 가능

데이터 송수신 채널
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Fileless Malware

◆ Fileless Powershell Malware - WMI

String, Script 저장 가능
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Fileless Malware

◆ Fileless Powershell Malware - WMI

C2 channel : remote control
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Fileless Malware

◆ Fileless Malware Stages
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Fileless Malware

◆ Fileless Malware Lifecycle
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Fileless Malware

◆ Fileless Malware Stages
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Fileless Malware

◆ Fileless Malware Stages
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Fileless Malware

◆ Fileless Malware Challenges
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Fileless Malware

◆ Fileless Malware

Fileless
Malware

PS script

cscript

wscript

Java script

WMI

.NET

PS

obfuscated

De-obfuscated . . .

Malware data types Libraries used for attack
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Fileless Malware

◆ Fileless Malware

Fileless
Malware

PS script

cscript

wscript

Java script

WMI

.NET

PS

obfuscated

De-obfuscated . . .

Malware data types Libraries used for attack
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Fileless Malware

◆ Fileless Malware

Fileless
Malware

PS script

cscript

wscript

Java script

WMI

.NET

PS

obfuscated

De-obfuscated . . .

Malware data types Libraries used for attack

Dataset exists ??????
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Fileless Malware

◆ Fileless Malware

Fileless
Malware

PS script

cscript

wscript

Java script

WMI

.NET

PS

obfuscated

De-obfuscated . . .

Malware data types Libraries used for attack

Dataset exists !!!!!!

Select
Dataset

Model
Analysis

+ Dataset
Analysis Find Contributions
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Fileless Malware

◆ Fileless Malware Dataset

Name Author Target Type
Dataset

Benign Malicious

Effective and Light-Weight Deobfuscation and 
Semantic-Aware Attack Detection for Powershell
Scripts

Zhenyuan Li
et al.

PS Script Detection
De-Obfuscation

2342개
Github

4141개
[1]
[2]

Malicious PowerShell Detection Using Attention 
against Adversarial Attacks

Sunoh Choi PS Script Detection 1000
Etri

1000
Etri

Malicious Powershell Detection Using Graph 
Convolution Network

Sunoh Choi PS Script Detecction 500
Etri

500
Etri

Static detection of malicious Powershell based on 
word embeddings

Mamoru 
Mimura, Yui
Tajiri

PS Script Detection 5000
Github

944
[3]
[4]

Evaluations of AI-based malicious Powershell
detection with feature optimizations

Sunoh Choi
et al.

PS Script
OLE file

Detection 22,475
Github
[6]

4214
[1]
[5]

PowerDrive:Accurate De-Obfuscation and Analysis 
of PowerShell Malware

Denis Ugrate
Et al.

PS Script
OLE file

Detection
De-Obfuscation

x 5079
[1]-
[7]-

POSTER: AST-Based Deep Learning for Detecting 
Malicious PowerShell 

Gili Rusak
Et al.

PS Script Detection x 4079
[1]

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks
[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook
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Fileless Malware

◆ Fileless Malware Dataset

Name Author Target Type
Dataset

Benign Malicious

Effective and Light-Weight Deobfuscation and 
Semantic-Aware Attack Detection for Powershell
Scripts

Zhenyuan Li
et al.

PS Script Detection
De-Obfuscation

2342개
Github

4141개
[1]
[2]

Malicious PowerShell Detection Using Attention 
against Adversarial Attacks

Sunoh Choi PS Script Detection 1000
Etri

1000
Etri

Malicious Powershell Detection Using Graph 
Convolution Network

Sunoh Choi PS Script Detecction 500
Etri

500
Etri

Static detection of malicious Powershell based on 
word embeddings

Mamoru 
Mimura, Yui
Tajiri

PS Script Detection 5000
Github

944
[3]
[4]

Evaluations of AI-based malicious Powershell
detection with feature optimizations

Sunoh Choi
et al.

PS Script
OLE file

Detection 22,475
Github
[6]

4214
[1]
[5]

PowerDrive:Accurate De-Obfuscation and Analysis 
of PowerShell Malware

Denis Ugrate
Et al.

PS Script
OLE file

Detection
De-Obfuscation

x 5079
[1]-
[7]-

POSTER: AST-Based Deep Learning for Detecting 
Malicious PowerShell 

Gili Rusak
Et al.

PS Script Detection x 4079
[1]

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks
[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook
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Fileless Malware

◆ Fileless Malware Dataset

Name Author Target Type
Dataset

Year
Benign Malicious

Effective and Light-Weight Deobfuscation and 
Semantic-Aware Attack Detection for Powershell
Scripts

Zhenyuan Li
et al.

PS Script Detection
De-Obfuscation

2342개
Github

4141개
[1]
[2]

2019

Malicious PowerShell Detection Using Attention 
against Adversarial Attacks

Sunoh Choi PS Script Detection 1000
Etri

1000
Etri 2020

Malicious Powershell Detection Using Graph 
Convolution Network

Sunoh Choi PS Script Detecction 500
Etri

500
Etri 2021

Static detection of malicious Powershell based on 
word embeddings

Mamoru Mimura, 
Yui Tajiri

PS Script Detection 5000
Github

944
[3]
[4]

2021

Evaluations of AI-based malicious Powershell
detection with feature optimizations

Sunoh Choi
et al.

PS Script
OLE file

Detection 22,475
Github
[6]

4214
[1]
[5]

2020

PowerDrive: Accurate De-Obfuscation and 
Analysis of PowerShell Malware

Denis Ugrate
Et al.

PS Script
OLE file

De-Obfuscation x 5079
[1]-
[7]-

2019

POSTER: AST-Based Deep Learning for Detecting 
Malicious PowerShell 

Gili Rusak
Et al.

PS Script Detection x 4079
[1] 2018

Detecting Malicious PowerShell Commands using 
Deep Neural Network

Danny Hendler
Et al.

PS Command Detection Github [1] 2018

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks
[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook

Recall:98.5

Recall:92.3

Recall:90.7

Recall:88.1



36

Fileless Malware

◆ Fileless Malware Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks
[2] Powershell-based Attack Toolkits
[3] https://www.hybrid-analysis.com/
[4] https://any.run/
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook

4079개 obfucated script
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Fileless Malware

◆ Fileless Malware Dataset
[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks

Class(27)

Downloader DFSP TXT C2

Shellcode Inject Downloader Proxy

Unicorn AMSI Bypass

PowerShell Expire Veil Stream

SET Meterpreter RHTTP

Unknown DynAmite Launcher

Powerfun Reverse Downloader Kraken

Downloader DFSP 2X AppLocker Bypass

Downloader DFSP DPL PowerSploit GTS

Downloader IEXDS Powerfun Bind

Scheduled Task COM Remove AV

BITSTransfer DynAmite KL

VB Task
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Fileless Malware

◆ Fileless Malware Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits
[3] HybridAnalysis
[4] AnyRun
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook

논문에 사용된 Dataset
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Fileless Malware

◆ Fileless Malware Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits
[3] HybridAnalysis
[4] AnyRun
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook

논문에 사용된 Dataset

No. Name Author Target Type Dataset YearBenign Malicious

1 AST-Based Deep Learning for Detecting Malicious 
PowerShell 

Gili Rusak
Et al.

PS Script Detection x 4079개
[1] 2018

2 Detecting Malicious PowerShell Commands using 
Deep Neural Network

Danny Hendler
Et al.

PS Command Detection Github [1] 2018

3
PowerDrive: Accurate De-Obfuscation and Analysis of 
PowerShell Malware

Denis Ugrate
Et al.

PS Script
OLE file

De-Obfuscation x 5079개
[1]
[7]

2019

4
Effective and Light-Weight Deobfuscation and 
Semantic-Aware Attack Detection for Powershell
Scripts

Zhenyuan Li
et al.

PS Script Detection
De-Obfuscation

2342개
Github

4141개
[1]
[2]

2019

5
Evaluations of AI-based malicious Powershell
detection with feature optimizations

Sunoh Choi
et al.

PS Script
OLE file

Detection 22,475개
Github
[6]

4214개
[1]
[5]

2020

Palo Alto Dataset 사용 논문 목록
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF

Architecture

Confusion 
matrix
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Powershell 지원

Architecture
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

단순히 One-hot X
Program code의 AST node feature을 잘 가지고 있는 vector 생성
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

Type A의 feature을 잘 담고있는 vector은?
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

Type A의 feature을 잘 담고있는 vector은?

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Direct children node

bias
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

𝑾𝟏 𝑾𝟐

𝑾𝒍 𝑾𝒓
𝒏 − 𝒊
𝒏 − 𝟏

𝒊 − 𝟏
𝒏 − 𝟏𝑾𝒊

𝒗𝒆𝒄 𝒑 ≈ 𝒕𝒂𝒏𝒉(
𝟏

𝟏 + 𝟑
𝟐 − 𝟏
𝟐 − 𝟏

𝑾𝒍 +
𝟏 − 𝟏
𝟐 − 𝟏

𝑾𝒓 𝒗𝒆𝒄 𝒄𝟏 +
𝟑

𝟏 + 𝟑
𝟐 − 𝟐
𝟐 − 𝟏

𝑾𝒍 +
𝟐 − 𝟏
𝟐 − 𝟏

𝑾𝒓 𝒗𝒆𝒄 𝒄𝟐 + 𝒃 )

𝒍𝒊 =
𝒄𝒊'𝒔 𝒍𝒆𝒂𝒗𝒆𝒔
𝒑'𝒔 𝒍𝒆𝒂𝒗𝒆𝒔
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

𝑾𝟏 𝑾𝟐

최소화
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

𝑾𝟏 𝑾𝟐

최소화

하지만 단순하게 위의 식을 cost function으로 정해 학습하게 된다면,
vec(p), Weight, bias 들이 모두 0으로 수렴하게 된다.
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

𝒑

𝒄𝟏 𝒄𝟐

Type A

Type B Type D

Type A Type C Type C Type D

𝑾𝟏 𝑾𝟐

hyperParameter

hyperParameter

= cost function

Frobenius norm

Negative 
Sampling

M=2Nf^2 Over fitting막기 위해 L2 regularization 적용
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

NODE 
Type

Feature
1

Feature
2

Feature
3

Feature
4

...

A 0.15642 0.67423 0.11251 0.87392 ...

B 0.86982 0.51876 0.59654 0.16752 ...

C 0.98764 0.11123 0.24575 0.65784 ...

... ... ... ... ... ...
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

AST Vector RF

NODE 
Type

Feature
1

Feature
2

Feature
3

Feature
4

...

A 0.15642 0.67423 0.11251 0.87392 ...

B 0.86982 0.51876 0.59654 0.16752 ...

C 0.98764 0.11123 0.24575 0.65784 ...

... ... ... ... ... ...
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

PS script AST RF Confusion 
matrix

Architecture

Only 8개
Family Type

Class(27)

Downloader DFSP 1373 TXT C2 10

Shellcode Inject 1147 Downloader Proxy 9

Unicorn 611 AMSI Bypass 8

PowerShell Expire 293 Veil Stream 7

SET 199 Meterpreter RHTTP 6

Unknown 104 DynAmite Launcher 6

Powerfun Reverse 100 Downloader Kraken 5

Downloader DFSP 2X 81 AppLocker Bypass 4

Downloader DFSP DPL 24 PowerSploit GTS 3

Downloader IEXDS 19 Powerfun Bind 2

Scheduled Task COM 11 Remove AV 2

BITSTransfer 11 DynAmite KL 1

VB Task 10

Unicorn과 Shellcode Inject 구분 X
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

Symbol(34) + Alphabet(26) + space(1) + lowercase(1) = 62 
one-hot encoding

-’!%&()*,./:;?@[\] 
`{|}+<=>^u#$^~”

Command line 총 길이는 1024로 제한

3-gram

batch
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram

Tf-idf score -> Logistic Regression -> binary classification
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram

Tf-idf score -> Logistic Regression -> binary classification

𝑻𝑭 =
# 𝒇𝒊𝒍𝒆 내 해당 단어 빈도수

# 𝒇𝒊𝒍𝒆 내 총 단어개수
File a

word TF IDF TF*IDF
Vir 1/10 Log(2/2) 0
irt 1/10 Log(2/2) 0
rtu 1/10 Log(2/2) 0
tua 1/10 Log(2/2) 0
ual 1/10 Log(2/2) 0
alA 1/10 Log(2/1) 0.030
lAl 1/10 Log(2/1) 0.030
All 1/10 Log(2/1) 0.030
llo 1/10 Log(2/1) 0.030
loc 1/10 Log(2/1) 0.030

File a = VirtualAlloc
File b

word TF IDF TF*IDF
Vir 1/8 Log(2/2) 0
irt 1/8 Log(2/2) 0
rtu 1/8 Log(2/2) 0
tua 1/8 Log(2/2) 0
ual 1/8 Log(2/2) 0
alL 1/8 Log(2/1) 0.037
lLo 1/8 Log(2/1) 0.037
Loc 1/8 Log(2/1) 0.037

File b = VirtualLoc

𝑰𝑫𝑭 =
# 해당 단어를 가지는 𝒇𝒊𝒍𝒆 개수

# 총 𝒇𝒊𝒍𝒆 개수
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram

Tf-idf score -> Logistic Regression -> binary classification

𝑻𝑭 =
# 𝒇𝒊𝒍𝒆 내 해당 단어 빈도수

# 𝒇𝒊𝒍𝒆 내 총 단어개수File a = “VirtualAlloc”

𝑰𝑫𝑭 =
# 해당 단어를 가지는 𝒇𝒊𝒍𝒆 개수

# 총 𝒇𝒊𝒍𝒆 개수
Vir irt rtu tua ual alA lAl All llo loc
0 0 0 0 0 0.030 0.030 0.030 0.030 0.030

𝑾𝟏 𝑾𝟐 𝑾𝟑 𝑾𝟒 𝑾𝟓 𝑾𝟔 𝑾𝟕 𝑾𝟖 𝑾𝟗 𝑾𝟏𝟎𝟎 𝒐𝒓 𝟏 ≈ 𝝈
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram

a

b

𝒊𝒇 𝒂 > 𝟎. 𝟗𝟗 𝒓𝒆𝒔𝒖𝒍𝒕 = 𝒂
𝒆𝒍𝒔𝒆 𝒊𝒇 𝒃 > 𝟎. 𝟗𝟗 𝒓𝒆𝒔𝒖𝒍𝒕 = 𝒃
𝒆𝒍𝒔𝒆 {𝒓𝒆𝒔𝒖𝒍𝒕 = 𝒂𝒗𝒈 𝒂, 𝒃 }
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Ensemble

Fileless Malware

◆ Paper Review
2. Detecting Malicious PowerShell Commands using Deep Neural Network 

PS command CNN Confusion 
matrix

Architecture

Benign
+

Malicious

3-gram

a

b

Very low Recall

Recall:88.1
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◆ Fileless Malware Dataset

[1] Pulling Back the curtains on EncodedCommand PowerShell Attacks = Palo Alto Network Dataset
[2] Powershell-based Attack Toolkits
[3] HybridAnalysis
[4] AnyRun
[5] EST security
[6] Github에서 Powershell Script 크롤링 후, Virus Total 검사 결과가 5% 이상 나오면 malicious, 아니면 benign
[7] VirusTotal
[8] ESET Vhook

논문에 사용된 Dataset

No. Name Author Target Type Dataset YearBenign Malicious

1 AST-Based Deep Learning for Detecting Malicious 
PowerShell 

Gili Rusak
Et al.

PS Script Detection x 4079개
[1] 2018

2 Detecting Malicious PowerShell Commands using 
Deep Neural Network

Danny Hendler
Et al.

PS Command Detection Github [1] 2018

3
PowerDrive: Accurate De-Obfuscation and Analysis of 
PowerShell Malware

Denis Ugrate
Et al.

PS Script
OLE file

De-Obfuscation x 5079개
[1]
[7]

2019

4
Effective and Light-Weight Deobfuscation and 
Semantic-Aware Attack Detection for Powershell
Scripts

Zhenyuan Li
et al.

PS Script Detection
De-Obfuscation

2342개
Github

4141개
[1]
[2]

2019

5
Evaluations of AI-based malicious Powershell
detection with feature optimizations

Sunoh Choi
et al.

PS Script
OLE file

Detection 22,475개
Github
[6]

4214개
[1]
[5]

2020

Palo Alto Dataset 사용 논문 목록
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◆ Paper Review
3. PowerDrive: Accurate De-Obfuscation and Analysis of PowerShell Malware 

PS script Layer Detection Pre-processing Layer Deobfuscation Script Execution

- 난독화 종류를 확인 - Script syntax check
- 주석제거
- VBA에서 PS script 추출

PS script
in VBA macro

- 난독화 종류에 따른 비
난독화 적용

- Script에서 다운로드 되는
파일 또한 검사

Architecture
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Fileless Malware

◆ Paper Review
3. PowerDrive: Accurate De-Obfuscation and Analysis of PowerShell Malware 

[ intuition 1 ]
행동패턴을 정의

Unicorn과 Shellcode Inject 구분 X

[ intuition 2 ]
Environmental variable을 정의
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

Anti-Virus 검출률 낮음
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

AST nodes and contents
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

Command line의 Type
즉, 실제로 실행되는 command의 content가 담겨있는 Type

What is PipelineAst?
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

Deobfuscation
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

PipelineAst AssignmentStatementAst
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

PipelineAst AssignmentStatementAst

Deobfuscation
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

PS script AST Deobfuscation

AST update!

Until Depth, Distribution, Length is same as before
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture

support, confidence score
>=

user-specified score

FP-growth 
algorithm

pattern

To make OOA rules

1 2

confidence가높을수록유용한규칙임

데이터에숨겨진패턴을찾기위함

file word
a 1,2,3,4
b 1,2,3
c 1,2
d 1,1,6
e 2,3,4,5
f 2,3,5
g 2,5
h 5,6

word s(support)
1 4 / 8
2 6 / 8
3 4 / 8
4 2 / 8
5 4 / 8
6 2 / 8
1,2 3 / 8
1,2,3 2 / 8
1,2,3,4 1 / 8
2,3 4 / 8

word confidence
1->2 s(1,2)/s(1)
2->3 s(2,3)/s(2)
3->4 s(3,4)/s(3)
4->5 s(4,5)/s(4)
5->6 s(5,6)/s(5)
1,2->3 s(1,2,3)/s(1,2)
1,2->4 s(1,2,4)/s(1,2)
1,2->5 s(1,2,5)/s(1,2)

support = 단어set빈도수
confidence(x, y) = x가나왔을때, y가나올확률
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Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

PS script Deobfuscation OOA rules

Architecture



74

Fileless Malware

◆ Paper Review
4. Effective and Light-Weight Deobfuscation and Semantic-Aware Attack Detection for Powershell Scripts 

난독화

Anti-Virus에서 못잡음
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◆ Paper Review
5. Evaluations of AI-based malicious Powershell detection with feature optimizations

PS script

PS script
in VBA macro

Deobfuscation
RF SVM KNN

CNN LSTM CNN-
LSTM

Deobfuscation Vector Model

Word2Vec

Fasttext

Token(vocab)

AST(structure)



76

Fileless Malware

◆ Paper Review
5. Evaluations of AI-based malicious Powershell detection with feature optimizations
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◆ Future work
1~5. family type을 구분하는 detection모델의 부족
- data 불균형 문제 해결
- Unicorn 과 Shellcode Inject data차이점 및 추가 관찰해야될 feature 확인

Only 8개
Family Type

Class(27)

Downloader DFSP 1373 TXT C2 10

Shellcode Inject 1147 Downloader Proxy 9

Unicorn 611 AMSI Bypass 8

PowerShell Expire 293 Veil Stream 7

SET 199 Meterpreter RHTTP 6

Unknown 104 DynAmite Launcher 6

Powerfun Reverse 100 Downloader Kraken 5

Downloader DFSP 2X 81 AppLocker Bypass 4

Downloader DFSP DPL 24 PowerSploit GTS 3

Downloader IEXDS 19 Powerfun Bind 2

Scheduled Task COM 11 Remove AV 2

BITSTransfer 11 DynAmite KL 1

VB Task 10

Unicorn과 Shellcode Inject 구분 X
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

1. 파일정보 2. AST
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 
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Fileless Malware

◆ Background
1. In Representation Learning approaches

• AutoEncoder
• RBMs
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Fileless Malware

1. In Representation Learning approaches
• AutoEncoder
• RBMs

• AutoEncoder

☆ Reconstruction errors =

Code, Latent variable =

X h X’

Encoder Decoder
=Reconstruct

Input
Layer

Output
Layer

Code

Output =

입력과 출력이 동일함

Reconstruction error를 최소화!

W W`

◆ Background
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Fileless Malware

1. In Representation Learning approaches
• AutoEncoder
• RBMs

• AutoEncoder

주로 AutoEncoder을 Stacking하여 사용

1 2

3 4

For what?
1. Dimension Reduction(feature extraction)
* 입력값 feature을 잘 가지는 Weight를 가짐.

◆ Background
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Fileless Malware

1. In Representation Learning approaches
• AutoEncoder
• RBMs

• AutoEncoder

Noise 없는 data

For what?
1. Dimension Reduction(feature extraction)
* 입력값 feature을 잘 가지는 Weight를 가짐.

2. Denoising(by add random noise in Input)

◆ Background
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Fileless Malware

1. In Representation Learning approaches
• AutoEncoder
• RBMs

• RBMs

AutoEncoder

Different with AutoEncoder
☆ Reconstruction errors = ||x-r||^2

X Y Output
LayerW

Input
Layer

X h X’

Encoder Decoder
=Reconstruct

Input
Layer

Output
Layer

Code
입력과 출력이 동일함

W W`

양방향

- AutoEncoder 시초

◆ Background
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

- 기존 Representation method( RBMs, AutoEncoder )는 image나 speech data, etc.에 주로 사용되어 NLP에 바로 적용불가능

- 또한 Programming Language는 Natural Language와는 다름(NLP는 atomic unit이 중요, 하지만 Programming Language는 그

렇지 않음)

- 따라서 PL의 AST에 특화된 Representation을 생성하는 알고리즘 제안
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

- Structure 구조를 담을 수 있음

- 학습에 용이(다양한 language 적용 가능)

Statement-level, function-level
Nodes in ASTs

Token-level
Character-level
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

bias
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

bias

𝑾𝟏

𝒑

𝒄𝟏
𝑾𝟐

𝒄𝟐
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

biasDynamic!!!

𝑾𝟏

𝒑

𝒄𝟏
𝑾𝟐

𝒄𝟐

𝑾𝟏

𝒑

𝒄𝟏
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

Children 개수를 신경 쓰지 않기 위해 𝒊𝒇 𝒑'𝒔 𝒄𝒉𝒊𝒍𝒅𝒓𝒆𝒏 ≥ 𝟐

𝒆𝒍𝒔𝒆 𝒊𝒇 𝒑'𝒔 𝒄𝒉𝒊𝒍𝒅𝒓𝒆𝒏 < 𝟐
𝑾𝟏

𝒑

𝒄𝟏
𝑾𝟐

𝒄𝟐

Continuous
Binary tree

Dynamic
Pooling

Continuous 
BoW



92

Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

biasDynamic!!!

𝑾𝟏

𝒑

𝒄𝟏
𝑾𝟐

𝒄𝟐

𝒊𝒇 𝒑'𝒔 𝒄𝒉𝒊𝒍𝒅𝒓𝒆𝒏 ≥ 𝟐

𝒆𝒍𝒔𝒆 𝒊𝒇 𝒑'𝒔 𝒄𝒉𝒊𝒍𝒅𝒓𝒆𝒏 < 𝟐
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Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

bias

𝑾𝟏

𝒑

𝒄𝟏
𝑾𝟐

𝒄𝟐



94

Fileless Malware

◆ Paper Review
1. AST-Based Deep Learning for Detecting Malicious PowerShell 

• (REF)Building Program Vector Representation for Deep Learning – AST to vector specialized in Program Language

𝑵𝒇 = dimension(30)

𝑾𝒊 = 𝐑^(𝑵𝒇×𝑵𝒇)

𝑾𝒊 = 𝒄𝒊의 weight 

Non-leaf node
Direct children node

biasDynamic!!!

𝑾𝟏
𝑾𝟏’s

𝒑
𝒄𝟏

𝑾𝟐
𝑾𝟐’s

𝒄𝟐


